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Instructions toConnect to and
Access Network Services
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50ET ¢ OEA #111ACA60O 33, 60.

You can use the 2 f f SeBuBeQILVPKSecure Socket Layer Virtual Private Netwtoskpmotely
connect toNetwork Services (network shares, etdy simplyusing yourWEBBROWSER!This
replaces the previous VPN client that was available to users.

NOTE: MAC Users must use Safari browser (not Firefox, etc.)
Using SSLVPN, you can:

Set Web Bookmarks

Connect to Files

Connect to specific network shares (drives)

Connect using Terminal Services Session

Connect using Network Connectanduse allthd LI 6 Af AGASE 2F (GKS YI OKAY
tool & AT &2 dzQofiBemadhitefok gkample i & 2 dzNJ

1 Set up web conferencing meetings (equivalent to Adobe Connect (aka Breeze) with péuople

audio capability use phone conference call for audio,.etc

=A =4 =4 =4 =4

SSLVPN is a work in progress HOME
Remote'

A
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Getting Started z What YOU need and What YOUR MACHINE needs

1 YOU need a University Access ID and Password
1 YOUR MACHINEneeds to have updated virus definitions and current Windowpdates (or
you will receive errors)

Connecting to Services using SSLVPNz Information You Need About Your
Office Computer or Other Machines/Servers

Toconnect tonetwork sharesusing SSLVPN, you need:

9 Server and Share namethe sameinformation you would need to map a network drive on your
office machine
0 To check the network server/share names
A UseMY COMPUTEROMPUTEBN Vistg or WINDOWS EXPLOR&R see the
variousnetwork drives that are mapped on yowiffice machine.
1 Sharenamé\server(drive letter_selected:) indicates the network
sharename, server name, and drive letter
o Example LY +Aadl = a&rgcdnidf (fengir§) &Ny
0 Example LY 2 Ay -t X &NED2(YYa 280y WSy I NI NH
f  Toconnect to Terminal Services Sessiarsing SSLVPN, you will need Y I O K A y(I6t€det L t
Protocol)Address(exampleg 130.203.205.##DR the Y | OK A y' S (exdlyidley S Q
jdoe.eng.psu.edu) when connectimgmotely.
o TofindyourO2 Y LJdzi SN A 02 NJ IP d@réskcSNJ YI OKAYy SQao
A In WindowsVista
1 FRom theSTART buttonusing theSearch linetype: cmd then touch
[ENTERka window will appear>Type: ipconfig and touch [ENTER]
<information about your computer appears on g@een including your IP
Address>
1 Closethe window
A In Windows XP:
1 From theSTART buttonselect Runon the Rurine: type: cmd then
touch[ENTERKa window will appear>Type: ipconfig and touch
[ENTERKinformation about your computer appears on the screen including
your IP Address>
1 Closethe window
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Steps to Logging Into SSLVPN Using Your Browser

1. Launch your Browsefinternet Explorer, Firefox, etc.)
NOTE Mac users MUST use Safaro otherbrowser will work)

2. On the Address line, type:https://ssivpn.engr.psu.edu

/= Penn State University : College of Engineering : Training & Support - Windows Interne

i . +
&, @ * | https:fsslvpnengr.psu.edu b Wt 2
File Edit Wew ngnrimnelp

Launch your Browsefinternet Explorer,

@ Snaglt B e Firefox, etc.)
ﬂ? '#ﬁ? I@F‘enn State University : College of ... l | NOTE Mac users MUST use Safaro

other browser will work)

PENNSTATE

= Electronic and Computer Services

On the Address line, type:
https://sslvpn.engr.psu.edu

! Communications & Computina/Trainina

<Security alert window will appeacClick [OK]

Security Alert [g|

rio You are about to view pages over a secure connection.
Wl

Arw information you exchange with thiz zite cannplbe
viewed by anyone elze an the web.

<Security alert window will
appear Click [OK]

[11n the future, da not show this wapeing

[ oK { [ Mare Info
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3. <the SSLVPN login screen appears>

4. Login withyour UniversityAccess Account ID and Password, sethet¥t NB F A §

Acces®r Full Tunnelf located at an insecure location suchamsInternet caféhotel,
conference, etc.)

SQ 6/ h9

NOTE When connected to COE Wireless, you will no lomgexd to select a profile. You will
see only your PSU Access ID and password.
5. ClickSign in]Jwhen finished
{= Secure Access SSL VPN - Windows Internet Explorer, E'E'rE'
@'\':/ |g EEp: vpr.endr.psu. edujfdana-nafauthjurl_defaulkiwelcome. cai V| % | ([ X% | | R\~
. File Edit “iew Favorites Tools  Help L -
Ssnactt B &
o [@s.acure Access SSLYEN l_l g Home - [ sl Prink + |:2 Page » {F Tooks - (@) Help ~ ?
PENNSTATE ~
E College of Engineering
Welcome to the College of Engineering
Secure Access SSL VPN
PSU Please sign in to begin
Access | your secure session. If
Userid \ connecting from home or
p ord | any other remote
asswor ’\ location use the
Profile [ COE Remote Access \ v Windows profile (if your
using a MS Windows
machine) or Mac profile
(if your using a Mac). If
connecting via the
College of Engineering
Wireless please select
the correct wireless
profile for the machine
you are using.
b

Diare

<the SSLVPN login screen appears>

Login with your University Access Account ID and
Password, seledhe Wt NR FAf SQ
Tunnelif located at an insecure location sucheaas
Internet café hotel, conference, etc.)

NOTE When connected to COE Wireless, you

will no longer need to select a profile. You will
see only your PSU Access ID and password.

Click[Sign in]when finished

O /oFdl

W
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(= Secure Access SSL VPN - PleaseWait - Windows Internet Explorer

@\—‘/ - |@, https:iisslvpn.enar psu. edufdana-nalauthfurl_default/welcome cai?p=preauth@id=state_255632d5t "| g | || % | | P
: Fle Edit Wiew Favorites Tools  Help G,_j
S B

i:? ki [@Secure Access 591 YPM - Pleasewalt ]_1 @HU"_TE - B @Pﬂnt ~ iirPage - ",.f' Tools ~ @HE| = ”
PENNSTATE

College of Engineering

Loading Components...
Please wait. This may take several minutes.

® Host Checker

If an error prevents a component from loading properly, you can click here to continue. Not all functionality may be available.

K

NOTE: You may get a message window to instatiponents.

2AAAEOET C %0OOI OO0 11 ,1CET )& 6E0OO0O0 31 £#OxAOA AT A

At this point, youmay receive arerror if your Virus Software definitions are not
up to dateand/or your Windows operating system updates are not current

Example: If your virus protection software does not meet security requirements, the window will look
like this. Yowvouldupdate your virus definitionsand/or update Windows then click[Try Again]

@ Host Checker has failed - Windows Internet Explorer EI@
@Q - |@‘ https://ssivpn.engr.psu.edu/dana-na/auth/remediate.cgi?step=rolecheck&stateld=state_ebfb3a234adc624%6a + LI | "f| X | | Live Search P -
File Edit View Favorites Tools Help Contribute Edit in Contribute  [5] Post to Blc %; * | Links 7
o [@ Host Checker has failed I_l - v @ v [k Page v &) Tools ~ =
PENNSTATE i

% College of Engineering

M Your computer's security is unsatisfactory

Your computer does not meet the following security requirements. Please follow the instructions below to fix these problems.
‘When you are done click Try Again.

1. Virus

Reasons: Symantec AntiVirus 10.2.1.1000 does not comply with policy. Compliance requires latest virus definition files.

7 |



¢! LiveUpdate E|
Options

Livellpdate iz downloading updates to the following Symantec

NOTE: If your virus definitions are not up to date, . poducissndcomponent

SSLVPN should launch LiveUpdatutomatically g S emers
update your virus software. Once finished you can

close the windw and proceed with login.

Ao G-

Avenge 1.5 MicioDefs? Corp 8 [11554.0 KB of 307625 KE)
(NANNRANNRRNNANN
Getting update 2 of 2 [ 15042.0 KB of 34250 4 KB)
(T

Once your virus protection software and Windows are up to date, you carfEhiclgain]c a
W[ I dzy OKAY It f SILIBBSOBWHABXQ S6AYR26 | LILISHNREQ

Launching application. Pleaze wait...

Login with youtJniversityAccessAccountlD and Password agaiselect Profileand clicSign In]

( Secure Access SSL ¥PN - Windows Internet Explorer ‘Z”E|El
@.\-:_) - |g, https: i fsslvpn. engr. psu. edufdana-nafauthjurl_defaultfwelcome .cgitp=Failed "| E ‘ 2| X | P~
: File Edit View Favorites Tools  Help E % e
C@snaot B &

w o [@Secure Access S5L VPN l_l &HOE& B @;P[int ~ |k page + ) Took ~ @HEI o .
PENNSTATE

College of Engineering

Welcome to the College of Engineering

Secure Access SSL VPN

Invalid username or password. Please re-enter your user information.

PSU Please sign in to begin your secure session.

Access If connecting from home or any other

remote location use the Windows profile (if

Userid
‘ your using a MS Wwindows machine) or Mac
Password profile {if your using a Mac]. If connecting

Profile |COE Remote Access - via the College of Engineering Wireless

please select the correct wireless profile for
the machine you are using.

Login with your Universiticcess
AccountID and Password agajn
select Profile and click $ign 19




Select the Profildexample below):

On theProfileline, select either
COE Remote Access
Select thisoption most timesdzy f Sa a &
Internet Café, Conference, Hotel, ete.)) / h
to Penn State.
Full Tunnel
Use thisoption if you arein an insecure location All datawill go through Penn State.

2 2 dzZQNB O dzNNEB y(gudhas Ay |y 7
9 wSY23S ! 0O0Saa ¢gAftt

NOTK LT @& 2 dzoddSUnivessidy by¢taims SL2h as IBIS/ISIS,you can use

COE Remote AcceésT 2 NJ SEI YLIX S5 AT &2dzONB deyouy 3 & 2 dzQl
cana St SOUG WwWCdz t ¢ dzyy S fifyoudré ® ¢n infsetd@ehles @reas y (1 2 { {
such as Starbucks, Internet Café, Conference, Hotel, etc.)

NOTE When connected t€OE Wirelessou willno longer need to select a profileYou will
see only your PSU Access ID and password.

ﬂ; Secure Access 55| VPN - Windows Internet Explorer El[@f@
@\':/ - |g https: jisstvpn.enar.psu.edufdana-nafauth/url_default/welcome. coitp=Failed V| %J 5| X% | | P
° File Edit Wiew Favorites Tools Help q"ﬂ e

& snaglt E [y

W I@Secure Access 551 VPN l_l faiHome - E o Print - |2k Bage ~ {0 Tools - (@) Help ~ >
PENNSTATE

College of Engineering

Welcome to the College of Engineering

Secure Access SSL VPN

Invalid username or password. Please re-enter your user information.

PSU Please sign in to begin your secure session.
Access If connecting from home or any other
Userid remote location use the Windows profile (if
Password wyour using a MS Windows n_wachinej_u or Mac
profile {if your using a Mac). If connecting
Profile via the College of Engineering Wireless
please select the correct wireless profile for
Full tunnel {used when on insecure remate network) Sends all traffic through COE network the machine you are using.
STYITT
Dane €D tneernet *100% <

10



6. <YourPersonals So LJ IS Q> | LILIS| N&

<YourPersonalg So LJ IS
appears>

At this point you can begin
making connections.

At this point you can begin making connections.

11



